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COURSE NO.: J-07-00918
(Project No. 0780021)

@ THE GOVERNMENT OF JAPAN |
P JAPAN INTERNATIONAL COOPERATION AGENCY ‘m
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Preface

The Japanese Government extends official development assistance (ODA) to developing countries to support self-help
efforts that will lead to economic progress and a better life for the citizens of those countries.

Since its foundation in 1974, the Japan Intemational Cooperation Agency {JICA) has implemented Japan’s technical
cooperation under the ODA progeas . -

Currently, JICA conducts
cooperation, development study,

ent, project-type technical

countries, and
2)  tocontribute to the promotion of mutual understanding and friendship.

Okinawa International Centre organizes 12 computer courses a year in order to eliminate digital divide between countries.



IR Computer (Security Specialist for e-Government Promotion)
(Course No.: J07-00918, Project No.: 0780021)
N July 24,2007 - Novermber 8, 2007

§ May 24,2007
| for acceptance in the JICA office or the Embassy of Japan
12

English
B Security specialists who are or will be in charge of information security for
8 o Government promotion in respective organizations.
Upon completion: of the course, participants are expected to be able to:
B 1) Understand and explain the design for e-Govermment and the concept of EA,
B 2) Understand and utilize the knowledge and considerations required for the
introduction of open source software,
3) Understand and explain the concept of project management and typical system
development methodology,
4) Understand and explain the basic knowledge of information security,
Exercise leadership and commuumication skills as a leader,
B 6) Explain the trend in mformation security and international standards,
' Explain specific security control methods, and )
8) Develop an information security management systemn and manage its operation
with the knowledge of network design/development.
] Okinawa International Centre (OIC), JICA
Address: 1143-1, Aza-Maeda, Urasoe-shi, Okinawa-ken, 901-2552, JAPAN
Tel: +81 -98-876-6000 Fax: +81-98-876-6014
Okinawa International Centre (OIC), JICA
Address: 1143-1, Aza-Maeda, Urasoe-shi, Okinawa-ken, 901-2552, JAPAN
R Tel: +81-98-876-6000 Fax: +81-98-876-6014
g If no room is available at OIC, JICA will amange accommiodation for participants at other
appropriate places.
The Government of Japan provides the following allowances and
covers the following expenses through JICA in accordance with relevant

laws and regulations. .
' Details

Round-trip air ticket between an international airport designated by JICA
and Japan, accommodation allowance, living allowance, outfit allowance,
¥ book allowance, shipping allowance, expenses for JICA study tours, free
B medical care for participants who become ill after arrival in Japan
(costs related to preexisting illness, pregnancy and dental treatment

8 are not included), etc.

Important Notice

This course is designed to introduce our practical technology/ method/ knowledge on developing/ operating/ managing
computer systems for business purposes, and does not intend to introduce the latest software products nor the most
advanced technology. Therefore, the candidates from research/’ training institutes might be given a lower priority in our
selection.



(1) Technical Subjects

Subjects

Contents

Goals

Days

Notes

Course QOrientation

Detailed explanation of the traming program, lecturers, and training facilities.
Participants are requested to submit the record of his’her experience m the
information-processing field.

Introduction to
E-Government

Objectives of e-Governments and their services.

1. Understand the objectives of e-Governments, the e-Government
readiniess status and best practice in different countries,

2. Understand general service contents of e-Govemiment.

3. Explain the result of examination and analysis of your country’s readiness
status.

Hands-on
Exercise

Introduction to FA

Necessity of EA for e-Governments and procedure for making EA.

1. Understand the background and necessity of reform methods that retains
the consistency between the mfcrmation system and services necessary to
realize e-Government.

2. Understand the procedure for making EA.

3. Understand EA readiness status m different countries.

4, Understand the advantages and procedure of using reference models in
making "to-be" models.

5. Understand the organizational scheme necessary to make and manage EA.

Problems and Solutions
for Open Source Software
Introduction

Trend of apen source introduction and its problems.

L. Explain solutions to problems when a public organization infroduces open
source software.

2. Explain points to consider when introducing open source software, thraugh
examples.

3. Explain information resources and communities related to open source
software on the Internet.

Project Managerment
Basics

Maijor system development methodologies and fondamental theary of project
management applying PMBORL

1. Understand a fimdamental project management methodology of applying,
PMBOK (the de facto standard of project management).

2. Explain basic characteristics of each development methodologies
(waterfall, prototype, iterative, package) and role of each process, then explain
selection of the suitable methodology for specific systems.

3. Explain Cost Estirmation for system development.

4, Explain an outline of making development schedule and quality
management method.

Limux Rasics

Qutline of Limux systern and basic commands,

1. Explain how to use basic Limmn commands.

2. Explain how to manipulate files and directories.

3. Explain how to use "vim" editor.

4. Explain how o use Limux network cormmands.

5. Explain the shell mechanism and how to make shellscripts.




Instaliation and Administration of Linux system.

1. Explain how to install the Linux system.

. 2, Explain how Linux starts up and shuts down, and be able to safely start up Conputer
Limpt System . .
A or shutdown the system. Exercise
Admmistration
3. Explain how to manage the users, Lecture
4. Explain how to manage the softwaze.
5. Explain how to administrate the file system and network.
Outline of the Internet, installation of Limux servers.
1. Understand the outline of the nternet.
I Tnstall i DNS server. Computer
i Intemet tion 2. Explain how to setup a . . Exerci
3. Explain how to set up a Mail server. I
4. Explain how to set up a WWW server,
5. Explain how to set up a Proxy server,
Current sttuation of security management, role of security policy, and making
security policy.
Information Security 1. Explain the general outline of BS7799, an information security
Policies and Standards | management guideline defined by BSI (British Standards Instiute). Lecture
2. Explain items to include in the information security policy.
3. Explain about security management based on information security policy.
Necessity of information security, general ouiline of security measures , and
security design.
. 1. Explain the necessity of information security. Hands-on
Security Basics - ; Exercise
2. Explain how security measures are used. Lecture
3. Understand the importance of security management.
4. Explain the appropriate security measures against threats.
Outline of network design and setting up considering security.
Netwark Security 1. Understand threats to the network and countermeasures. Lecture
2. Understand the points of network design and setting up.
Information security andit criteria , audit procedure and audit reports.
1. Understand ahout information securi it program. ds-on
Information Security X tyaudxt. : Han .
Audit - 2. Undexstand the Code of Practice for Information Security Management and Exercise
Code of Practice for Information Security Audit Lecture
3. Explain the procedures of information security andit
Purpose and outline of ISMS (Information Security Management Systern).
1. Understand outline of the conformity assessment scheme for ISMS and
Making ISMS certification criteria. Lecture
2. Understand steps and points for the [SMS Making,
3, Understand steps and points for the ISMS Assessment.
Roles, functions, setting and consideration points of Firewall, Computer
1. Uniderstand the role and general outline of a Firewall. Exercise
Firewall Configuration 2. Understand the fimetions, structure and operating environment of a Hands-on
Firewall. Exercise
Lecture

3. Explain how to configure a Firewall according to user requirements.




Security Measures Agamst
Unauthorized Access

Understand types of unauthorized access ,one of threat to security, and the
detection and its countermeasures.

1. Understand how to detect unauthorized access.

2. Explain detection of unauthorized access to servers and its
COUTeTIneasLres,

3. Explain detection of unauthorized access to clients and its countermeasures.

4. Explain types of unauthorized access and countermeasures.

Computer
Exercise

Information Security Risk
Analysis

Security risk analysis method, procedure and risk assessment method.

1. Explain the procedures and methods of risk analysis,

2. Explain how to value information asset.

3. Explain how 1o evaluate risks and select appropriate security controls.

Exercise

Leadersiip Training

Understanding leader’s role, coaching method, and facilitation technique.

1. Explain leadership of information system project leader.

2. Bxplain coaching skill that project leader needs.

3. Explain facilitation that plans and promotes meetings of projects
effectively.

Hands-on
Exercise

Presentztion Training

Presentation techniques using the presentation tool on PC.

1. Explain the factors involved in effective presentations.

2. Give an effective presentation using the presentation tools on PC.

3. Explain the role of visual aids used in a presentation.

4, Design effective presentation contents.

Hands-on

Promotion Planning

Training course planning and choice of effective instruction techmnique.

1. Explain the efficient promotional activities to spread new technology and
techmiques.

2. Explain procedures and points to consider when planning the training
course

3. Understand the instruction technique for training to spread new technology
and techniques.

Action Plan

Making action plan by participants.

('Action Plary' is how each participant would contribute to his'her organization
and country, using the knowledge and experience gained from this course
‘when a participant goes back to his'her organization.)

1. Explain the method to establish detailed plan how to use the knowledge
atfained at the OIC computer course after returming to your country,

2. Explain the method to enhance the effectiveness of the action plan by
considering a response against anticipated obstacles,

3. Create a checklist to monitor the implementation of the action plan for three
months later, six months later, and tweive roonths later. ‘

Self Training

Time to review and study on his’her own.

Final Test

Course Evaluation

Evaluation meeting at the end of the course with the participartts, instructors
and OIC staff.
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(2) Workshop

Contents

Subjects Days Notes
Goals
Formulate a security policy by focusing on the systemic procedure (PDCA
cycle) of ISMS, based on a given user requirement.
Waorkshop (SCS) 1. Practice PDCA(Plan-Do-Check-Act) cycle in Information security 10 Exercise
management systern.
2. Manzage and carry out a project
(3) Special Subjects
Subjects Days Notes
Goals
Advanced computer technologies andfor trends lectured by a professor,
researcher or engineer who is an autherity on the forefront of the
information-processing field in Japan.
Special Lecture - )] Lecture
Extend knowledge of information processing field through a lecture of a latest
information processmg techmology and/or an actual systern development
cases.
{(4) Observation Tour
Subjects Contents Days | Notes
Goals
Observation of computer manufacturing facilities, computer systems,
Observation Tour applications, and advanced computer systems in Japan. 5
Understand how e-Government systems are incorporated into actual societies.
(5) General Hem
Subjects Contents Days | WNotes
Goals
Opening and Closing L5
Ceremony ] ’
In ional Exchange Visit school to exchange culture with students or pupils. 1
Introduction of Japanese politics, public adrinistration, economy, the land
General Orientation and people of Japan, Japanese language, education and culture, and general 2
information about Okinawa.
Total
* Contents are subject to minor change T3days
Main Software Products in Okinawa International Centre:
*Microsoft Windows XP Professional
*Microsoft Office 2003 Professional

*‘RedHat Limux ES 3.0




Applicants should:

1)
2)

3)
4)

5)
6)
7)
8)

9

be university graduates or equivalent,

be officials in a governmental or public organization (any application fiom private sector is regarded as
disqualified),

have experience as an application specialist or network specialist for three(3) to five(5) years,

be willing to assume responsibility for the planning, implementation, operations, analysis, and reexamination of
information security of an organization as an information security administrator in the e-Government project,

be under thirty-five(35) years old,

be proficient in spoken and written English,

be nominated by their government in accordance with the procedwres mentioned in IV. below,

be in good health, both physically and mentally, to undergo full course of the training (as training over a long
period may pose risks to the pregnant women, pregnancy is regarded as a disqualifying condition for participation
in this training course), and

not be serving in the military.

ATTENTION
Participants are required:

L

1) not to change course subjects or extend the course period,

2) notto bring any members of their family,

3) to retum to their home country at the end of the course according to the intemational travel schedule
designated by JICA,

4) torefrain fiom engaging in political activities or any form of employment for profit or gain, and

5) to observe the rules and regulations of their place of accommeodation and not to change
accommodations designated by JICA.

A Govemment desiring to noniinate applicants for the course should fill in and forward one (1) original and three
(3) capies of the Normimation Form (FormA2A3) for each applicant, to JICA Office (or the Embassy of Japan) by
May 24. 2007,

TthCAOﬂice(orﬁlcEmbassyofJapm)ﬁﬂlhﬁnmdmapplyﬁg government whether or not the nominee’s
application has been accepted no later than Jume 22, 2007.

Applicants are requested to fill in the questionnaire which is used for screening of participants (format attached -
see Annex I). Please fili out the fonm, and submit it together with the Nomination Form. Application not
ACCo ied by a completed questionnaire cannot be consi



1. Pre-departure orientation is held at JICA overseas offices (or the Embassy of Japan) to provide the selected
candidates with details on travel to Japan, conditions of training, and other matters. Participants will see a video,
“TRAINING IN JAPAN”, and will receive a textbook and cassette tape, “SIMPLE CONVERSATION IN
JAPANESE". A brochure, “GUIDE TO TRAINING IN JAPAN" will be handed to each selected candidate before
(or in the time of) the orientation.

2. Participants who have successfully completed the course will be awarded a certificate by JICA.

3. Intermational Exchange Programme with Local Comrnunities
JICA encourages intemational exchange between JICA participants and local cormmumities. Therefore, participants
are strongly recommended to bring their national costumes, and materials such as slides, videos, cassettes and
photographs that will make the exchange programme more firuitful.

4. Action Plan and Follow-up
In the course, every participant will formulate herhis own "Action Pian", which shows how to use knowledge, skills and
expeniences which each of the participants pets through this training course, for her/his country and organization.
For smooth implementation of the "Action Plan”, high involvement of managers of each participant is essertial with
Every ex-participant is required to review her/his own "Action Plan", and to submit a
"Performance Report of Action Plan" to course instructors in Japan at three months, six months and twelve months
respectively after retuming to her/his country,
The course mstructors will make appropriate advices to ex-participants based on the reports in cases.
Furthermore, a monthly E-mail Newsletter for technical follow-up, including mainly topics related to Information
Technology, is issued by the course instructors o ex-participants and their managers.
Therefore, every participant is required to inform about the ““Action Plan™ and the follow-up program rmentioned above
to herhis manager in advance,



Annex I

APPLICANTS INFORMATION PROCESSING SYSTEM EXPERIENCE

Answering to all the items below, please submit this form with the Nomination Form (A-3 Form).
Please fill the blanks in detail as much as possible.  Your information provided here will be a criterion for selection

Course Name
Course Name : COMPUTER [ )]
Applicant’s Namne ¢
1. Experience in Information Processing Field
How long have you been working in the Information Processing field vatil now?
Job Title Job Description Length
Chief In formationt Officer Plarming, determining and creating information strategy Year(s)
IT Division Manager Management of Information Processing System Division/Section Year(s)
Project Manager Management of Information Processing System Development Project Year(s)
System Analyst Analyzing curent problems and planning a new system Year(s)
IT Architect Analyzing business and design architecture of Information Processing System Year(s)
Application Specialist Dcslgn Design application programs Year(s)
Coding and test Coding and testing application programs Year(s)
o Design Designing, networks Year(s)
Network Speciatist ﬁinmus&aﬁm rinistrating and rainfaining networks Year(®)
. Dmgn - Designing database Year(s)
Database Specialist igmu._quahm irinisirating and rintinine data Yeats)
Systern Qperator Operating an Information Processing System daily Year(s)
Instructor Conduction training courses for Information Processing System Personnel Year(s)
Data Entry Creating data files to be processed by Information Processing Systems Year(s)
Other if any : Year(s)
2. Progrmuming language Experience
Whathndofpmgtmnmglanguagehaveyoueverusedmﬂlebmm&esﬁcld9
1 2 3 4
Programming 1. COBOL 3 O O O
Language 2.C O O O O
3.CH O O O !
4. Basic | 0 O cl
5.Java a L] O O
6. Perd O | [ 1)
7. Visual Basic O | 0 O O
8. HIML Ol O g O
9. PHP 0 O [ 0O
X. Others ( y| O 0 g O

1 : I can’t do it, or never heard of it.
2 :'vebeardhow to do it

3 : I can accomplish it with some technical assistance.

4 : T can accorplish it all by nayself




3. Database Expetience

‘What kind database have you ever used in the business field ?

—

Database 1. Oracle

2. PostgreSQL

3. MySQL

4, ACCESS

5. SQL Windows

6. INFORMIX

7. FoxPro

8. Dbase

9.Sybase

X Others(

Q|a|a|0oo|o|o|o|o| o

OOioioooioioa;| »

OicO|oooo|oya|g] «

O|oojo|ic|o|jg|ojo|g) -

1 : I can’t do it, or never heard of it.

2 :I've heardhow to do it

3 : I can accomplish it with some technical assistance,
4 : I can accomplish it all by myself

4. Network Administration Experience

What kind of network administration have you ever experienced in the business field?

[y

CI. Cm]ﬁ .ml‘.. -

DHCP Server Configuration/Administration

Windows Domain Server Configuration/Administration

NFS/NIS server Configuration/Administration

Windows File share Sever Configuaration/A dministration

Web server Configuaration/Adiministration

Mail server Configuaration/Administration

DNS Configuaration/Administration

Proxy server Canfiguaration/Administration

R Confi o/ Administration

Switching HUB Configuaration/Administration

Firewall Confignaration/Administration

SNMP Manager Administration

O|Oo0o|o|o|o|o|a|Oo|a|jaoja|o

O|00|O|oC{Oo|o|OjOo|aig|ty ) w

O|Oo|O|O|OoO|g|g|ojojo oy «

O|O|0|0|0;0|00|0|0i0|00] +

1 : 1 can’t do it, or never heard of i,
2:I'veheard howto do it

3 : I can accomplish it with some technical assistance.
4 : I can accomplish it all by myself




5. Expenience of Computer and Operating System
‘What kind of operating systems) have you ever used ?

0S 1 2 3 4
1. Unix O O O O
2. Limrx O O 0 (I
3. Windows Server 2003 O O ! O
4. Windows NT Server 0 O O O
5. Windows XP 4 [ O O
6. Windows 2000 | 1 L] O
7. Windows Me/98/95 il O ] O
X Others ( ) ] O O O

1 :Tcan’t do it, or never heard of it
2 :I've heard how to do it
3 : Ican accomplish it with some technical assistance.
4 : 1 can accomnplish it all by myself
6. Configuration of the Information Processimg System

Please describe any information you have, if any, on the information processing system inchading hardware
and software (packages and application programs) in your organization.

Windows File share 0S { )
DHCP 08 ( )
Windows Domain 0S ( )
Server DNS oS ( )
. 0s { )
Meal Software { )
0S (
Web . Software ( )
oS (
Proxy Software ( )
NFS/NIS 0S { )
N : 0sS ( )
Application Sofiwaze ( )
Database 7 o8 (.
' RDBS ( )
oS ( )
Client Software { )
Othes ( )
1. Router Prochict Name ( )
. 2. Switchinghub | Product Name
Networking X. Others Product Name ( Y
1. Firewall Product Name ( )
I Network Service | ——"" | Telephone line /ISDN / leased line / DSL
Line Speed




7. Organization Chart {Organization Chart Example)
Referring to the example, please atiach the chart of your Miniatzy of
organization and indicate your department / division / F—
section with a double line, wecoeoneoa Gammittea
30000000000 . TOmEXOEK) "
l I'l-l—_l_l
I |
Division Divigion Divisin
1 I ‘#
Section Section
. L ox Parsces
8. Job Description
As an Information Processing Persormel, what kind of job are you going to perform after completion of the
course?
Specify and / or indicate your job title and describe briefly the job content.
Job Title Job Description

the
Course

{1 Chief Information Officer
O} IT Division M

O Project Manager

O System Analyst

3 Application Specialist
[ Network Specialist

[0 Database Specialist

O Security Specialist

O




9. Training Subject concermed with the job and IT issues in your department
Refering to the training subjects described in Page 23, what is / are the most important subject(s) to carry out

your present and / or future job ?
Training Subject Iuls?mgxsmlﬁso £ bﬁgrom which are soleved |
1) Priority
2)Ifany:
NIfany:

I certify that the above statements made by me in this form are true to the best of ny knowledge.

Date : Signature :




Annex I1

Chart of responsibilities

SCS

Create a
Develep individual technology based |- Security standards training plan
on the new security standards in the }document Team manager - Decision of security standards for and train
industry, - Domestic law level 5 team
managers.
- Executive poli Create &
Determine the information security uttve po 'cy L. . . ) training plan
. . . (spanning multiple - Decision of executive policy (spanning .
policy spanning multiple E .+ [Team manager . C f for and train
LT R ministries and agencies) multiple ministries and agencies)
ministries/agencies. level 4 team
leaders.
- Executive policy
(within ministries and - Risk assessment - Evaluation of information assets Create a
Determine the information security age.ncnes) - Security controls agams:‘ risks ) - Rtsk‘ e_vnluatlon . . training pl?,n
. s - Risk assessment report - Method to create executive policy - Decision of security policy for and train
policy within each . . Team leader . . i R .
ministries/agencies. - Security audit plan - Project management skills - Decision of security controls assistant
o - Security audit - Communication skills - Security audit [leaders and
procedure - Negotiation skills - Review the security policy on regular basis members,
- Security andit report
':::3:“;:“ Security - Information assets of an organization
B . - System and network architecture, hardware, and . .

. . . - Information assets - Collect and analyze information assets Create a
Specify security requi nis of each catalogue software - Implement security controls training plan
deparmments/divisions, based on the But Assistant leader - Security management procedures in organizations pem Y . .

. A N . - Operation and . . - Operation and management of security system |for and train
executive security policy within the Member - Laws and organizational regulations R .
A ; management procedures . - Reexamine security systetn management younger staff

ministries/agencies, = - Security technology

- Training procedures . procedures members.

X - System operation and management
- Incident response - Understanding of security polic
procedures g poficy




AnnexIl

OUTLINE OF COMPUTER COURSES (Proposal for F.Y.2007)

1. The common training Objectives for the computer course

o Common training objectives

1 Understand and explain the degign for e-Government and the concept of EA.

2 Understand and utilize the knowledge and considerations required for the introduction of open source software.
3 Understand and explain the concept of project management and typical system development methodology.

4 Understand and explain the basic knowledge of information security.

5 Exercise leadership and coml;;unicaﬁon skills as a leader.

2. Objectives of each course, selecting conditions of’trainees, etc.

No. Na:l:;ﬂw Objectives of the course and Goal of the participants Curricuium Conditions of Application Period
Educate participants so that they can collect and analyze information asset Through lectures and exercises, Applicants should:
information, create security countermeasure plans, leam the procedure of ISMS participants will learn subjects such |1) be university graduates or equivalent,
(Information Security Management Systemn), and reexamine the operations as security basics, information 2) have experience as an application specialist or network specialist for three(3) to
procedure of a security system as an assistant leader or a member, to specify security policy, information security |five(5) years,
Computer security requirements based on the security policy of each department/division in  [risk analysis, and information 3) be willing to assume responsibility for the planning, implementation, operations,
(Security each ministry/agency. security audita. analysis, and reexamination of information security of an organization as an
Specialist 1) Explain the trend in information security and international standards. information security administrator in the e-Government project, 07/7/24-
1 |for 2) Explain specific secutity control methods. This course is designed so 4) be under thirty-five(35) years old, 07/11/8

e-(orvernment
promotion)

(once/year)

3) Develop an information securify management system and manage its operation
with the knowledge of network design/development.

participants will understand the
PDCA cyclic procedure (plan, do,
check, act) of security management.

5) be proficient in spoken and written English,

6) be nominated by their government,

7) be in good health, both physically and mentally, to undergo full course of the
training (2s training over a long period may pose risks to pregnant women,
pregnancy is regarded as a disqualitying condition for participation in this
training course), and

}8) not be serving in the military.




CORRESPONDENCE

Okinawa International Centre (OIC)

Japan International Cooperation Agency (JICA)

Address: 1143-1, Aza-Maeda, Urasoe-shi, Okinawa-ken 901-2552, JAPAN
Tel : +81-98-876-6000 Fax : +81-98-876-6014
URL: http://www. jica.go.jp/branch/oic/
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