VIULURYDU (Terms of Reference : TOR)
lassnsensziuanuuaeadelaes uastesiunsialavestoya

)
@. AU UNN

mamwmmﬁﬂaa Humbenunammsuasvgiansiunsedfiddyecseme I fiteys
mﬂggq Won1sudmisdanis msimuanseuulung a7y suauaiuiwwmmwum'mumiﬂaqmmﬁ
wuuBidnnseding (GEMIS) lsumssutssunns mssutasthademdls madndie msdaadaing msUd
NiNIAY IMﬂUﬁ’miﬁiﬂﬁWﬂﬂ‘iu“ﬂ‘i’N nsx Tusena peRnsUnATesdIuTiasiy § fFiamie naanu
wazviienudasy sumielndeEuUsHn eb,ooo MY 811U Transaction Misaluseuy
1AM <o Ausienisdel Tnaszuu GRMIS QnmwuﬁﬂmLﬂuu3ﬂ'ﬁimiaamwugmmwmaaﬁaumm
(Critical Information Infrastructure: Cli) mmﬂﬁsmﬂmaammaﬁhswﬂ"ﬁﬂﬁ%“ﬂmmmﬁumﬂaamﬁ’alemua%
W Fea masmuandninasl é’ﬂwmwmaqnuﬁﬁm‘iﬁﬂﬁaiﬁu%mﬂﬂwmamuimaa%’wﬁugw
AN TN WAZMIUBUNINENIIAIUALLAETALALS W.A. baoa fae WBNINE NSENTINIARY.
Imamummﬂamﬂiumwmiﬂaa awmmwmmwﬂmimumauawawimwumawL‘uau‘[m\ami
: aamvmamwamammmﬁﬁ ma’mesuiwuggwmmwm‘usvm‘ﬁmamﬂmwamwaﬂ%mﬁﬂu,avamai
.. odbl mmwmuama’tu’lm\mﬁawwLuaul,wamam MIuesg ¥ o St e A
anane muumﬁﬂmmmﬂaamﬂwaaﬁuauamnaﬂ Faflunshafidyedinauudnnseminisads
mwmalwmmsmuuaﬂma@ﬂmwmmmu‘tuﬂmuuu-ayamﬂmlﬂaaNmmaﬁwﬁmw AANANTENY
AN URINIEYISINITARY Ltama%m%’wmmL%aﬁ’uimawmw%mﬁmmwm%’ﬁﬁia"l,ﬂ

mﬂm'mm’muwawﬂiuiamwaﬁ%wu naﬂnmwwlsziwaﬂmmﬂmmmm wezduday
mﬂamu Lrendunslay@onndanng ﬁ'ﬁt"ﬂ’lﬂ\‘ﬁwUULﬂi@ﬁmﬂiﬂﬂw’U@U mamﬁ’ﬂwafua@ﬁuamammmu
“&N‘lﬂ']ﬂLﬂﬂL“v‘mﬂ'ﬁm@\‘lﬂﬂ’I'J8’1@3ENNﬁﬂ’iuwumE]m’lﬂJﬂJUF]W]’NﬂﬁL\m‘UENinLWﬂ wﬂwuammwmmummﬂm
g awneuiothluldlunteifveu aqwaiwmmmwmawwwmmwﬂa WEEATENURBAINNL T DT
maqﬁau%wuuakuawlwmmaaimvwmimwmmmﬂmﬁ ol mmLammauammmamlam
Laavu'ﬂnﬂfuLwaﬂﬁviwﬂumamau WU A1sdalng msmw sienisthdayaluldlunsvewrians
amsfunswesyne Sududaaiiionnonuld & mammu drnaudeniznsnanisad e asadiug
ﬂ’J’lﬂJﬁﬂLUM1UﬂWiUﬂi“ﬂUﬁJ’lﬁlimiﬂ’meUﬁE)ﬂﬂtl%’lﬁl%LU@iLLﬁ miﬂamumimlwa%wama
Wioaduasemuduasluntsdniuemy tasanaudsaiianainte Audarsaulneusy miﬁaaﬁ
dnlnnulannsgnsnimsnds Tdesavinlessmsanserurmutaendelaued | Lauﬂmnumﬁﬂwawawa;&a

. IRGUITHA

b.o. Lﬁmﬁummﬂaamﬁwwﬁauaﬁéw il Uu,aua@mmLawmﬂnﬁsﬂwamaaﬁuaua Luaamnfﬁaua
finsensnisedefuinseudiuday aifinasiBenday

.. Lwaquﬂﬂﬂm‘wmiﬂmﬂuLLaum'aa%’uﬂ'1'ﬂﬁ]-m'?'m'1qlsmua%ﬁﬁuaqum'iﬂgjﬂ’ﬁmwawmEmu
nelansensismseae

lo.on. LoURURRudorivunuaENe3§IU 1SO/EC beicoeribobls Faduupsguamadimiussuy
mﬁ'«i’ﬂmimmﬂaamﬁwaa%m

o.g. LwamummmuﬂwmiuwLmﬂIuIaamiaumﬁiumsﬂmﬂuﬂaﬂﬂmm lngasaunguiantstiosiy
ATATIVVU UaEMTNOUALD S ammmmmmammw &mmJumiammmLamw@mammgawmiwm
viognittialag ladlsFuayg e



.

.o,

-y -

Lﬁam%ua%"mmmﬁ waerinues unaens avdlouasirud i Mlud i nnsensmengs
’lﬁ’mmmﬂﬁﬁ’ Raulfedraiulouasissangnm

dedivrrudetlussrumssansd ayavesrsynyImEed s Ineadeenuiulaling Augildulsidaude
'm*uamamﬂzylmiumsﬂﬂﬂmuavmmmiamﬁmmvau

. WMUng

an.@.

en.le,

ﬁﬁﬂ’ﬂmuﬂé’mﬂwmwmimé’aﬁisuUﬁmmm%’uﬁaﬁ’uﬁ’a@ﬂﬂﬂuﬁLﬁﬁﬁuiuﬂmqﬁuLLawmﬂm
Ifodnadusyaninm aanansenudenisfiaddyuonsensnensndaanasuadrsmnudosty
Tussuunisuimsdanisvesigesly
WmihiivesgudmalulafansaumeuazmadoansiivfiRouusssintelueasivnsiv
gunsafjiRenlfedailauaeiussivanm

e wed o

. AMFUURKEUUBLAUD

9

@.6,
o,

&.en. .

&.&

.d

@.D.

&,
.,

@,

.60,

.66,

& @,

U

fauanunsasnung vy

Liduypaaduazay

LiegsgniradnAanis
VLiJLUUUﬂﬂaﬁ?NE]EJin»‘VT’J’W»Slﬂﬂ'ﬁuQ‘Uﬂﬁfjumaéﬁu’ﬂﬁi@‘lﬂ’lé@ﬁyWﬂUMUQUﬂﬂuﬂadiﬁiiﬁjﬂﬂiﬂ’l
Luaﬂmmﬂuwimmmmﬂmmiﬂi mumamsﬂgwmu%mﬂs naUN1sAINTEL e
HguuniitmensensienisadatuaniuiiusymamewnsTussuuindadigansaume
PoInTNURTNaN9

k4

"szL*TJu‘Uﬂﬂﬁ%qgﬂizuﬁdﬂuﬁm%wa%vﬁ’ﬁqmuL.Las"[,é'l,z%’q{"iau%alﬁﬁu farenmiseay
vosigluszuuimietismsauavonsudydnes desmfsdifyanadidi amm‘dwumu
NInmT nIsiMIfdnns fuims ;;Jma1mﬁﬂumamuumuluﬂﬁzmwm ﬂﬂaﬁuma
ﬁﬂmuﬂ’ﬁLLasiﬂﬁé’ﬂwmsﬁaaﬁmmuﬁﬂmzﬂﬁsumﬁu‘lﬂu1&Jmﬁm%aam%’mmzmﬁmmﬁﬁaﬂ
nAsgAmualus AT UnY)

Huiliyaea derdwueiagiusznmaneiemeiinmmmdidnmsetind
lidudinadsslenismiuiudBudomensduiidtulomeliindninnudansemnsmnds
o4 Subudeiaus W%‘E]iliLﬁuﬁﬂiuﬁ’]m‘iﬁmﬂum'ﬁ‘ﬁ/‘ﬂEU’J’NﬂﬂiLLﬂﬂﬁUﬂﬂ’NLfJUﬁi‘ﬁﬂﬂﬂ%gﬂf:
lidudlésuendviutomuduiy ﬁmmwgmﬁimamumalma uusiiguiavasiudaime
1mmwaQ’LwﬁavLaﬂammwmmuwmwuu |
mauﬁumauammawumauiuiuwﬂmﬂuaﬁzmmamﬂiﬁm&iaLaﬂmauﬂa (Electronic Government
Procurement : e - GP) 9asnsuligy@nand

flutalauasodine nulunisueviofeds ssuuindoimeniinned wio ssutiaotng wie
ssuuinwmiunsUaends vie swuuatiuayurudasuiowes Wienmianszuteeyiieed
Imaﬁwamﬂumimw‘%aﬁm%ﬂﬁwL%W'}Ll,é'ﬂ,ﬁﬁ’wmaqmﬁuaa%’g meluszevinan @ U ffuan
Fundnadoauieiududezue ?ﬁdﬁagamhjﬁaaﬂfiw 0n0,000,000.- UM (@NAUAUUMEIL)
semilsdayan ol Wauvdundyguasdiumildoiusomany undoumstutedus
ynaszuuiatedniumesgiesidnyseiind

fludaiavedadugusznaunts SMEs wansdtuiunsdeufussneumsiamauunanans
uazaungen (SMEs) v SME-GP (i) wmdeunnsiudolauenaszuudndodninaningg

preddnnsadng

ar

K
qJI
i



- -

Ao B X

& o, Qﬁu%’amuaﬁl:fluﬁﬁqﬂﬂammmﬁummawmﬂwamlmwwvmaumumw ol Apaslyadnans
vaafians mﬂwacsm'ivmwﬁwﬁwaamﬁ‘wnmwuauawswﬂmﬂgluwLLammuwmmu
fifinsasasusend ﬁmavma\mammmumﬂ ® Uammanamwwamua Tasyansdiun
L@ﬂmimwan%mmwaammwwaLauamﬁu‘ummmaaﬂmammﬁma@gaﬂmauﬂa

C.OC. mammauamLUuuMUﬂmammmwummgwmalm ﬁmaﬂmmﬁwmuwu,ammuummu
funsuinuIgInanIsin %“maqmuamw%wumLﬁm%ﬁuuamwuum a Yuiiudoraus
”L:umm’u Bo AMUUM IﬂEJtLﬁ@ﬂﬁ?LU’]L@ﬂﬁﬂi%’iaﬁﬁﬂ%WUMWW‘EQMHWEJM“U@Qaua‘lﬂwiuUU
amsziaammammm'saal,aﬂmauﬂﬁ o

c.od. niﬂmmauﬁuemudmuamﬂm%mﬂmiﬁawuﬁmmlﬁauﬁaﬁLLm’"Lu'Lﬁmwalﬁmlﬁ’h@]uﬂz’?al.ﬁua
JBudeiauominsovensiudude nefosinaiuiiuge o u @ YA 19UUsENaAlATING
y¥osentsndudaiausluusasads (aw%awﬁmmima’i,uﬂﬁwmﬁmamwmwumamw
L\‘]uwuwaﬂVI'SWEJ’VfLﬂSU@UﬁU’mMUi ﬂ@Uﬂﬂﬂ?iLﬂunuLWBﬂ’ﬁW’]mﬂBLLab’UiSﬂE}UQiﬂﬂlﬂ’lﬂ'ﬁuﬂu
muUTENIAYa9sUNAN T sEmA LN «mm’nEJ%au%ﬂ'm’%uwuﬁﬁmﬂmméwiumwlwml,{hﬁau
Ty Imawmm'mﬂaamummamLauaumamawmm‘iwmmaqmawmunmuaw'1

= a4

Tuses (nsdllasunevdwnvaindinaulng) ﬁua@aﬂimmwﬂwaLauauumauau‘umaua
TadiAu wo '.m Ima Lﬂﬂﬂa%mLLUUMWHB‘EU’?BQ’NLW&UL%@ (mmwuwﬂiuﬂ’mﬁﬂawm‘wum)
mwwumiwmaLﬂu@maivUumsﬁawmamm%maamnm@uﬂa

&.ab. ﬂmwwau'ﬂaLauamwu'samuﬂuaﬁ% %30 Lﬂuum‘uﬁﬂaWammwummgwma‘twwammma
ﬂﬁWuWﬂmmimmwnwemywaua“aw @IV ao) WAl babe lifosBuenanstaiaus

mm@ &.em - .o

&. LLU‘U‘SU%’]Elﬂ'li?‘fiaﬁmaﬂwm”l.aw‘lu

muﬂmuUamﬂﬁvmfmﬁﬂamsammaamsaamsziaaﬂﬂm‘i,uiﬂiqmaanimmmﬂaamﬂEJ”Leﬁruai
LLavﬂmﬂunmﬂwawawama maaﬂmmvmmmaaﬂﬂm'ﬁyuumsamwmmuamvmmmmsmmﬂaama
mleumml,l,avmsﬁaaﬂumzmlwmawauamaqmwmwmmm 1@1ammmmaﬂwmvmwwuaawuaa}
ANULANANT LYY LLUU'ﬁUi’]EJﬂﬁMiE]ﬂmaﬂwmuLQW’W“’ Ussnausesienssaselul
& aﬂﬂﬁmmmawamai UULASDU8 (TAP Aggregator) UM o U

Elo  BUUTIEBLM VI IazadlmivasEULATan Y d v Data Center $1uau b 4
€ FUURTIRAEUMINMAYYstlmvasEUURAIeTE dwiu Campus $1UIU & 49
e gunTalfimsevdayadurneussuueiedny WU @ YA
& ﬁwuﬁaqﬁ’u%’a;ﬁla%ﬂwae‘f’m%’uméadmauﬁama%qﬂﬁu‘w W e YA

b, 5ZELIAIALUNTS

neluszesin belo Ju WudnanTuannuludygn

. FEBLLIANHIUIUIIY
HuugnsUsynmmsinessosdouny flaluil

$19i o melu ao Tu uiaaniuasunaludoyan
@. knunsaniunulasang taglasaanisudmsiasenis
. SuHLERTTUULATEYIE (Network Diagram)
. MauEusuEasgUnTellug Rack (Rack Layout)



A& -

@

< 1@nansII b ga uarluguuuudildavsedndfeduiinaddy Thumb Drive S1u0u o 9

107 lo 78lU axo Tu tudnaniussusludygn
1 ot L3 gﬁ : as ‘:J a
@. dsupiAnaivualulasing wasHan IR Un AMANvaEAIi s
lo. ApUNURARAIgURTDl 18R o - & LagTEUNENMSIRFRURUNTH]
o, adlanldauvagunsallulasenis
o ) = @ o gt o o . o
<. sy b g warlugduuuBianaselind@aiufinadly Thumb Drive §1uu o 4o

$9gavy mel koo Tu dudannfuanndludan

. Lqum'i vuAsene (Network Dlagram) LLauLLmuwaLLamaﬂnmﬁtum Rack (Rack Layout)
depvamdinseering sensit ee
snansepUnsiadsgunsaliasyeviduanonlulasins
dqmaumamiﬂﬂ@wﬂuﬁwmu On The Job Training TulAsansnmn

Awpuaudu q veuuelulesanis

BNENTINIU o Un LLaJLm%JLLwaLaﬂmauﬂamwmﬂaﬂu Portable Harddisk 41111 & 4

9

g A 3§

&. L’iau‘l,sum?ﬁﬂm‘?m

1997 o trseiiludnsniesay @ vesdmauiumudygn Wenaenssunimmaiuiagldiniety
MIdmaununed o Foutosudy

ﬁ‘?ﬂ‘l’l 1] mﬁvmuiuam'\i@aau o “UEJ\‘]R]']U’JHN‘LJW]&IE{EQEU"I LllEJﬂELJuﬂ'ﬁ’illﬂﬁﬁl'ﬂ'ﬂ'imf\lﬁﬂi@mﬂﬂiﬁ
miaaua’umumw b B8USDBuAY

@

nngaie firduludanieosas be esdnnuumudyg Weansnssunsesiaiuiag
lpnsrnfumsdwevnunegaing Soufoouds

«. BnsAUSu

Auuznimlszninsiamiofuiedesiidunisauveunsasniuiimunlifininugnios
ATUHIU LLavmﬂlzja'mmaﬁ%ﬁuﬂﬁié’fmuﬁfaw’%’aané‘fa& AuuznIsUsznInseviegueBusenli
awuﬂmuﬂamniywmmmawiumuiwauluamﬁaaau o.bo (ﬂuaamaaqﬁua) 194319139994
Adsldlddauay sundnasdnfiunsuduate viedihauddeng: vmamiﬂaﬂﬁaamuaﬂmﬂaﬁum

oo. MIfulTEiuaUdIIAUNNTa

fuuznisussmnmiandegunedaiulssiumudiaunnissagunsaiusessuuianun
fdsuevlulpsansensedumnanndslowed uasdestunmsdilvavesfoyn Wusvesiaar m ¥
fudnniuitnazassumsnsiesuianfnmsiunsdmouianangarie eutesuds Tnellssanden
AUDULABSY LAY

0. MNRUIUNTIANI

N ) P g s W w = o =
213Ut u IR IuEUYINEY Wo,000,000.- UM (Wagudruuindiu) dadure@duiiTu
= 1 .:' ’ 1 21 = 4'3’ 9 2/ 1Y = t =Y ! o=l
AMEyaA R uarATldwulanalliieuds Teadnieanidusulssunassdieyssdlaud ssunn
S ' <t = a A
WA lodosy WNAN TensRudsesseiansdgniduSed iy



olo, WANNMINTTRIBUAMGDNTBLEUD

15&1mmm’1m’£ummmaaﬂmmauai'}mmamL.‘Uumsuuwmwamamawanﬂw’ﬂmummmLaaﬂ
Imaﬂmml,uumﬁmjaimmwivmmnmmaﬂmauﬂa (Electronic Bidding : e - Bidding) ) uagldinngt
ettunsinsandmdendrus TWosalfududelumsiudeaaus i

(& )‘Vi’]ﬂNEJM”UE]L?W’?]WNUNIJ?”HE]UMS SMEs Lﬁuammmmﬁﬂmmamaqwaummﬁua
Meduiliiuiovay eo ’meeﬁamnwimauma SMEs fanaa Immmﬁmmmumauﬁumau@mmu
KUsznaunis SMEs wauammq@ﬂ'smmmwqmmwgawmaumwaulu Auforay oo Mazdenumidyan
Taiifiu e 578

(o) vniBudeiausld Lﬁuawawmuwawwamma’luﬂiulmﬁ wimumsﬁmaqLgavaaﬂmmwma
Audnfindnneludsemalng (Made in Thailand) Mﬂamammmﬁmmeivmmim EUDTIANGN T
g iuteiausneduliifulovas @.:immiafommwmmauﬁuamuwLauawammﬂuwa@mwam
ma’Luﬁsgmﬂmimmﬁimma.maaﬂLmawmaﬁumwmammaiuﬂmmlma°1

- dvfunisdsgnaesenBilnniednd Ainsaueremaneenisuarivuadeulnund)

n1sRinsansAnsas wingiudeweueldauedaniifuianiindnnelutssme ildSunisiuses
uazaamaIssmeAudingnanslulsemealne 1 Sdadiumamisiiasey vo Tulu Tildudude
NSLEUDT IR IANTS

oils mnlunseuenaedaly st lnfi v (o) uay (o) WiBudaimeredy
IudusielunsguemmasninddsensumaneduliAuiosas o

(en )mhsﬁ"é‘u%’aLaua?{iqﬁlsﬁ'ﬁﬂizﬂaumi SMEs LLm'LfJumﬂaﬁmmﬁﬁaﬁmmﬁlmw%aﬁﬁmﬂa

ﬁumm{]wmd‘w piELeIMEINI e avedSuteiaustaduy arasssuen Aty aaé‘*{'ﬁuﬂwmlwa

7 q@ﬂamﬂmwummgwmwmmwizmﬂlumuiaaay o Widadevdodniuangiudoiaus
%\1Lﬂuqﬁﬂaﬁsmmﬁﬁaa“#’ﬁyﬁmﬁlﬂnavﬁaﬁﬁqﬂﬂaﬁ%‘mé{ﬁummgwmﬂwa

&en. °?JBﬁ]ﬂﬁ\ﬂﬂﬂ']iLﬂU‘SﬂU']ﬂ’J']ﬁJﬁU’ZJE]&JﬁW‘J@L@ﬂﬁ']‘a'

o) LanANSTaVLATIaY ﬂamuaﬁuawﬁﬂummuﬂmuﬂam'ﬁwmwmmm Henewiagiudng
sgdedlimaunsionans use/udodoyaln o fdavhiudionms TelslldSumiuson
ot redlumedmeniSesind winnuudanseyanisads maissiadsiuanan visbugel
yreaduuavnUsslondle g ndeyauas/vie lonasdanaviaumandld miﬂ,uﬂsmau
aumﬂﬂa‘lmﬂmﬂfamawwmmuﬂmuﬂaﬂﬂivwmmmmmmhumﬂ@mau

onio) Fonnasiiodudrmiwesdiyy sululalluiidihoudansemsanisads vandndamn
Sennidemanieuiuaulu safanssduduaiidlumausiuasangmndssam

oma) Toyasin o Fensediuiidiummunndinnudanssmsanseddditaduemugy
uagdudvis luenansynatutasiauyn iy Safveviadsuinddsavini Irandunssdya
DI UNNUUTRNTENGINIAAY JuenE o Suisesimenws A Imwvmawg‘ummamama
fanalududeyadurosnedidnauudansynsniads Buwiihlulddanisdnw
viioTeNaruRYInTs (nsdluaantunisfnw)

oms) lumsiudnumudusesdninnuudansensanands fueuiedtuiedocsine e
TumsquasnwazundedilfyanaduitliifoideatumsufiRnumedygiiandedns
laahegiedoya nivideayaluldmusslanilunisla q safensmeunssoaisisuy
lnedlasvaugmamnddnaiuldansznsunisad smr’iuiumzﬁﬁ’wialmfIﬁt,l,%'aﬁ']ﬁfmm
Udnnsensanmsedanada nénie



.

[ = A | o @ [ v o o) & =Y
(@) Wumalaweiiouselem mam'mmLUu’Lumsmwmwmuaz‘g@ywwaaw
(o) Wunsdidududsnlamenungmneniomdsena
& W o ow Y o & w < o ¥4 ) f y
om.¢) geviediuiriodunuteoya wiewrsleyaléviddunlunsluuuiionsdom e
= W ey 1o a 1Y o 4 ¥ o e v
feogalnfuuidinnuldanseninnseduliosiadumidevieds vievhaedundoya
& | " o 4 i vt
wanlwieliliannsodedeonusalulatn
P O . T VIR VI Y ar o oW v
om.0) FU1ensagiuiniesiulnvoulunisquadnuiruiussvaondedoyaliiuluaa

Y

LY Qe 34

&/ { o Al 1 ! at
Wiz3’1%@@,@%%@&%%%1141;?}% WAL bdble LLﬁSﬂ{]W&J'}HWLﬂH?ﬁ@ﬂ@&ﬂ\%ﬂ'ﬁﬂiﬂ

q

oc. il Tulinveudnuiunis

L4 . A o .q.) o
augwaluladansaunakasnisdoas dlnauldanseniianiseds

e

o o
od. Joarudndlunisbudeiguauardy q

O&.®) mﬁmed?}’am%m‘s%’m’Mﬂ%gaﬁ%ﬁmaaamﬂuﬁ%gmm‘%a%’amﬂaau‘ﬂuwﬂfqﬁdﬁ’@imﬁawwmﬂ’mmﬁ
wlssuusgdnel s iauUTENna WA, beoe dnaldiedy wayldudnasseuizunn
19918058 T UTEUIN WA, bdoe $UNENI swamﬁ“&uﬁﬁaﬁhaLﬁamﬁ@mﬁuﬁaﬁ%ﬂu
Pinddneudssnanda dwsunsdilildSunistrasseilssanumedieianissamiiuade
dusen1santnsaendndaul ba

&) Wintannulaluseusreulnudaundeiu Woadenjudammuaidulselonifu
AN NUUARNIENT1AISASY



YUETaEUBRUEIIA] VisauaniauAnTuTaeawe

| LY = w ) o &
o. nlUswild A AurnsTumsIaT i veuAvaIWB e TEasB iR s nvAIenzYoTEn vE e

. #1149 e-Mail
an. NSNS AN

& NNENIES

uazivunsianas Tassntsenseiuanulasadsiowef uasdostunisiilng
BENGHE

gudmelulafansaumeuaznisions drdnnuudanssnmemisads

aLNTETILA 5 Lnangnln angln AFIMRINIUAS socco

tor-mofioey_ndr-dlp@mof.go.th
VUELRY © elb oo fD mboel , moeE , MoMmoo , MoMoe
NUELAY o b weelo

& = % o

K1 [T ¥ &  ga 9
79l lUsaude ¥ ey wisununaavinsdwifasanausqe



WUUFUTIENSVERMENYIZIANY

o 4 : 2|
o. Tanmuauazieulalunistiudaiaus

slastalil

G).6).

@,

A,

val @ % o wn ¥ o o s w v u & v a e
Feudoiauanzdos fifsmdoimunnardoullunsiutaaueinsutugndes sausiedasUfid

v o o v W g v g ow o : & o ¢ i
aauwaLﬁu@maQLﬂumﬂiuwuﬂa@LLWQWQIMLU“W?LLWU%W%UW& 3QNWﬂﬂﬂiﬁuUﬁquqﬂﬂ‘§m 881%@

YU
) o

msdenugnusle ndnsnsifianeangudn viearumesindn niafaunudminelulszmalne
oo untedefiudsdadmiulassnisiauslngieniy funndaufunisiiudoausvosdnsan
Fastalil 7

o) aunInifansasdoyassuuriadne (TAP Aggregator)

) suusTIngnumaiuartesmuesyULeS ety dwSu Data Center

) SEUURTIREsUNSuLaztoslyvessruuIATetne dmiu Campus

) gunsafiesgideyaduanaussuueiodne

) spuullesiudoyaiilvadwiuieiesonfomedgnine |

Huteiauesosszyise fu (Model) quRseifltaueynsnonisluenansenisan vieenans
Torwunnismaile (Technical Proposal) Widniay wienuanmdenvesgunsaifiaus lnsdash
m’mqLU“‘%HULﬁﬂUﬁmﬁﬂwvaawww%’amﬁNSqLﬁﬂmﬁ@ﬂ yamdeumsiudoaue
aﬂﬂﬁmmﬂﬁnumauamaqmusuaql,m wodbmilimeldarusnnou hduvaanufiu mawa’luamwwimm‘

”LmvmwLLavmaqmmauumL@qumamwmwumh W30ANIBAIMUS

G

)

Fe

e e

. AudNBUgIaNIEYRIgUnTalnsassuuadiasinisenszaualulaaastlaiued waztastunissilua
vaedaya Uszneudieseazisendastoluil

0.6,

gunselAnnsesiayasyuueiede (TAP Aggregator) FU o 99 Inepaeyed Teaud snn s NNz
amduaammaiﬂu
o veudeudauuy @oGbps (SFP/SFP+) F1UIU <o Ta4 l@usnan Module Transceiver WUU SFP+

-]

U o WU
) THosdlousaTruuiaSodnauly do/aco GE QSFPeos 1 b 10
) AnNTaRIAn IEEERol.oQ VLAN Tagging way VXLAN 1§
€ &nnsaiiy MAC Address lalitipanin eee oo MAC Address
) 50¢5un1s¥UINg Layer e WU OSPF, OSPFvan, BGP, MP-BGP 14
o) AWNIIUTMTTANTUUL SSH uaz Telnet 1d
) mmmﬂiawam (Filtering) mwaqmmamawmaqmﬂﬂ
@) @1190%7 Packet replication muwawiuﬂﬂﬂﬁﬂﬂm ,
) umwaﬁmm’tumsmmfuamammiﬂﬁ]imﬁaﬁmamiummmﬂm (packet truncation)
@o) @nsanseadaya (Filtering) Ilusedv Lo/LavLe Tagld DPI 6
@) mmm’lumiwmuﬂmuﬂusvuu Monitoring #e OpenConﬂg, SNMP van, Systog 5]
ob) ﬁafuammﬁmmﬂwwnwammma
®m) Lﬂumamnmwmmsmmmmmﬂmwwmwaaumsﬁmmmzﬁﬁmiwﬁﬁumwwm?am’w

= L2 ¢ u Y . EE o
vIogunsaileTsloyasiennmuseuuiaTeoiy 19

q



o.lo.

<lg -

ITUURTWEIUMTTUUAETdlnIvesTzuuLATad Y d1vfu Data Center $1uau o n lnausiazys
fuausuenndnvoramseiinlosfwnlud
@) Lﬂuqﬂﬂ‘mhm‘u Hardware Appliance
o) Shrusznananas (CPU) $ruausilidosndt oa Cores
) Ivhedafiudoys (Hard Disk) mnugaemhelsitdesndt o T8 Srunuliifosndt ee wie
& fvmheaugt (Memory) aunsiulidesni ¢sl GB
& ausavhaulugduuy Mirror/Span I
) eafumswenghudnen Scale-Out wiauantnenssunuunsyane Distributed Architecture)
o) 1 Throughput aaudaluidieunin ¢ Gbos
)
)

3

feudouroriotouuy ecG (SFP+) Srunulitesni « vas wienluge

Ieadeunainiading (Network Interface) WUU oG Base-T Wiafind sunulitorn o Ho

@0) Toudessaindedny (Network interface) dudusinwinfiuinissenis (Management)
Tnubivesnit o 909 |

@a) 1 Power Supply #UU Redundant %30 Hot Swap $1124 & wihe

ols) awnsasiuteyaenasiaietne (Network Traffic) Tugusuu PCAP

om) HAuannsolunisesiadudeananalenig MITRE ATT & CK 1y Initial Access, Execution,
Persistence, Privilege Escalation, Defense Evasion, Credential Access, Discovery, Lateral
Movement, Collection, Command and Control, Exfiltration, Impact s

&) mimmmm.ﬂslﬂﬂmmuuutmamaLﬂuafuammmulumﬂm'«mmuaﬂﬂiﬁu
o&) BENTOUTRITTANTINIU GUl 3D Web Browser
&) Lﬂuwamﬂmmmalmmmwmﬂmimmmﬂuﬂuqﬂﬂsﬂamwﬁ%’agaﬁa ANANNIZUULAT97Y

syUURTIAsUMIIIULarTotlrivessyuuaTadiy d1wifu Campus $unu o yo Tneilsoandes
@mﬁﬂwmmawwaﬂﬂqﬁaaﬁqﬁdﬂﬁ}

) Wugunsalbuu Hardware Appliance

) Iviedssanananans (CPU) Suusinliliosnit e Cores

) Tmbedaiudeya (Hard disk) anugsenbehifesniy eo T8 Srunvlitesndn « wi

) fwaeanud (Memory) vwasailldisenit ¢elo GB

) anwsavienluguiuy Miror/Span 16 |

) sesduniseengludnvas Scale-Out wialuamUnenssauunseany (Distrbuted Architecture)
) 31 Throughput saukdalilipendn e Gbps |
)

)

B2 U B A2 @G 8

Sesdmuriainisdsuuy eoG (SFP+) d1undlailosnt « gas wieuluga

el b

feavaurawniad e (Network Interface) WUU oG Base-T sisaanit s1wlifosndn b veq

=l )

@0) Iaudousdoinsadng (Network Interface) dmiurmiinfiusnassanis (Management) 3117y

a

Litfaenin o o
@) i Power Supply WUy Redundant ¥e Hot Swap $§1uau o vithe
alb) a’ziﬂiﬂLﬁU%@ﬂﬂafﬂ'ﬁ%Lﬂ%@”ﬂW (Network Traffic) Tugukuy PCAP



o.a.

o) flanuanuisalunisnsradudeanaulinig MITRE ATT & CK 1y Initial Access, Execution,
Persistente, Privilege Escalation, Defense Evasion, Credential Access, Discovery, Lateral
Movement, Collection, Cornmand and ControL, Exfiltration, Impact R

o) Mesndufosnaaszuuiefesnedudvantusulidfpdwauglnsd

o&) BTEUSIIRNIN GUI 1150 Web Browser |

oo) Wundnsosinieldiesommansiuiniuiugunselinssidayaivnnaussuuiaione

gunsafinsgidayadvanaussuueiodie 91U o ya lnslseasdenauinuozionvedaton
Faotgluid |

) Wuguniziuuu Hardware Appliance

) fwheUszanenanan (CPU) snundliddesndy oo Cores

) Swiedaifiudeya (Hard disk) anugsembelidesnit & T8 Srubifesnii eo e

) fwhedadudeya wuu SSD amnugsionnelsitesndt emo GB Srunliitosndt b e

) fmhedaifuteya uuy Nvme arwgsovigliteanii mle T8 swauliosndi b mhe

) Tmheanud (Memory) auasulidtdesnit e TB

) 1l Throughput saud7lidoendt eo Gbps

) il Power Supply WUU Redundant vi38 Hot Swap 313 o i

«) aunsemseiugnasnsruuAdetny Tneifududntuuulasifrsiuaugnsal

o0) Imnuansalunsiensidayaiinssuuieseteldnu MITRE ATT & CK wiu Initial Access,

2 8 2 U F A 3 &

Execution, Persistence, Privilege Escalation, Defense Evasion, Credential Access, Discovery,
Lateral Movement, Collection, Command and Control, Exfiltration, Impact sy

o) annsafiudeyaasasiaiotne (Network Traffic) Ihsaus Layer o fia Layer o I8

alo) &1 Al (Artificial Intelligent) Tumsiiminsvdoyagasaiotny (Network Traffic) 1w Supervised,
Unsupervised, Deep Neural Networks

ao) 81715058y (Identifying) wazyin Profiling weegunsellpsiifoyavinwgfinasy i Kerberos
Name mslgauvagunsal

o) aansndunndelldoy (User) wiodagqunsl (Device) 1§

o) anansassydeyantsuinddawm (Comains) Bmnsvuuiaiateld

o) duninszydoyalaun (Domains) 3ngudeya hitps//Who.s viegudoyaduls

o) aansansadutugnaiuandoyafignirsialdlesldiyafia Encrypted Traffic Analysis (ETA)
138 SSL/TLS Fingerprinting 7

ow) asosedunislesnsadeya Data Exfltration) Tag38 DNS tunneling wag ICMP tunneling 1§

o) awmsamﬂa%’umﬂauﬁimmwﬂ%’nﬁ"a&ﬁ@ (Tools) PSExec, PowerShell uag WMI 16

bo) fntiasuaninarie Dashboard UanINTs¥iNauYas MITRE ATTRCK tHessyvauiannislauf

(Coverage)

g

o) d@unmheuTaniuiugUunIniiuawaendy wu gunsal Firewall, seuuiwsizidoyas (SIEM)

I
wlo) @ANNSHUTUISIANTTHIL GUI %52 Web Browser



- -

ﬂ‘l a4 ot

om) {unanTigndn
v3alagn
.. ivuuﬂmﬂuﬁuama‘i'ﬂwammumeﬂaummmaﬂfuw MU o 90 loedsuasBsanudnuasanie
aehedfonsamaluil | | :
b.é&.e .mamamﬁiaqsumii’jaaﬁu%ga%ﬁaﬁm%’uLﬂ'%"aaﬂauﬁf;ma%gﬂﬂw Srundaitfosnit eoo Bvd
sl Tnefinndruusansogafouswioluil
®) Lﬂuﬁvwwa@ﬂLmumLwaﬁamumﬁalwamawaua (Data Protection) HAMWLYIE 47N
fuuqnﬁialwammmaﬂﬂ@mwmmiaﬂsma (Endpaint DLP)
v) vpasleandud Agent wmmammlmwww%uuﬂgummi Windows WAy macOS
i dusdratdon
an) 11 Al/ML mamaium‘smmmmﬂawqmﬂ‘simamam%‘lmamaimmmnmalmw
muﬂauwumaianﬂuw b wumﬂwammuaamlﬂ (Removable Storages), l.ocal File
Share LL%LM@&‘W&JW (Printer)
@ uedlweidoyafiasifundouniufionssusing 4 uumiaqmauwmasgﬂma i AsERuY
{orinting), mwwﬂﬂaawuwumﬂmwaLmunaﬂlm (saving to removable storage),
- mytufinlwdasuuinisauas (saving to network shares) wasnsdulvaslngludsmud
Wudoyadiuiuuramiveldau (uploading to personal cloud storage accounts)
&) ﬁaﬁu%’a;&a%ﬁiwa&hu personal cloud storage @A Drophox, OneDrive, iCloud, Box

usulfiu Leader way Outperformer agflu Gigaom Radar #3ta NDR ¥ bolom

Wee Google Drive
) a’\mmﬁg\miamﬂumsmu@w’ifayja%"q"maima&?aﬁaulmﬁmmﬁwﬁ’umﬂ user, groups,
DLP engine, departments, file type uay data size 1§ ,
o) easariun Action Waaﬁaﬁ%ﬁqﬁaiﬂﬁ Allow (Permit), Block, Confirm, Protect
w59 Encrypt 1 Ghwiu Removable storage) I8 |
) & mﬁmmwa”LWammauaa%aﬂmaaumalvlammmmaﬂmmmmaﬂmwiﬂmmﬂumua
wuunaaldiitensuiivaon sl ay
«) aansadadanlonsaiuns removable storage device flumnsinety lagldtayaan Vendor 1D,
* Product ID uag Serial Number 484 removabLe storage: devices 1%
o) mmmmwauiﬁumsmum orinter Aumnsinaiy Ineldtoyasin Printer Narne, Domain
Wag IP Address 984 printer 1§/
o) mmaam\mauhmimmm network share Fiupnanariy Ineidenannyninduazlaenye’
Tuasosuieng oo gldlulasnved/Aulasnmosidimeld
olo) i password eVl Logout 910 agent way Uninstall agent ‘VILUua fege One Time
Password (OTP) awmmﬁmmmavmﬂm '
om) 3 password LawwmmumLLawUULWE}Uﬂﬂ'i‘iv‘hmuﬁuaq Endpoint DLP, Logout 911 agent
Ay Uninstall agent dsuldlunsuilademld
o) mmwa Exemption w39 Bypass 113M19@8U Endpoint DLP lunsdiiideenisdinen
mamauummn Tneazldfu Password 74U One-Time Password (CTP) ']ﬂNCﬂLLa’:?“U'U
wetnnisldaudansald u,ava'mmﬂmmulﬁwmmaqaﬂmauuaﬂiu offline mode



.o

o &.m

- -

L . . . o = 1 4 a & = o
ed) A1119089A7 end user notification LwaLLamuummqﬂmamemmammfﬁa@mﬂam

Aumsilwavesteya uagaunsn custom Joamumiunansle

an) mmaamamamammmmm‘mlwamawamalﬂiw auditor 18 .
@) mmsaﬂmm%mmiwalm mﬂuﬂimmmﬂauwumasaﬂ%wmamaﬂuaumaﬂum

LL’ﬁS offline mode

ruummimﬂaaﬂuﬁuauaiqlwaﬂﬂﬂmﬂmmaumaﬂumLLaU‘wamw Ippilgaudnuugiang
otaileemroluil

@)

o)

-musyuwaamwummaﬂaaﬂumimlmamawama (data protection) KUV a7l
vaamsiivanisldiudumesdaueundndi (Inline DLP)

1 A/ML Lwamaiumjmmmwﬂ%wqmﬂﬁmwaQ‘L?’ﬂ@aEjﬂasamﬁ'm’mmﬂ%mu
Fumadilinlaunindy B
ﬂjﬂJﬁﬁﬂﬂJ@ﬁLW@%"gmﬂﬁﬁaﬁLﬁﬂﬂé@‘lﬂﬂ&l&ﬁm%}@%a%ﬂlﬂ weUNALATY LarUTIn ML eV
(content type) Tasidonuanmaniunsaunm (tme fame) foamailedglunisiiesed
ﬂﬂﬁﬂwamawammﬂmﬂm
mmmmwumuiamalumimuﬂmami'ﬂmaimammwuiﬂnmmﬂmanumﬂ user,
groups, DLP engine, departments, URL categories, C[oud Applicaticns, file type,
data size uag time 18

F095UNITYUIWAY Microsoft Information Protection (MIP) Labels Lﬁaﬁaqﬁ’umi%’ﬂwa
Postoyald

soafunsiaun Action liaeetoasaralull Allow, Block LLaﬁfc’i‘xﬂaLMﬁLﬁﬂLﬁﬂL%ﬁﬂ?i%ﬂl‘Mﬂ
wawamlﬂlw auditor ¢t

mamﬂmqm end user notification L‘waLgam‘uumiaaaﬂfmmamLﬂ@mmmmwﬂammam
nmﬁmlwaﬁu@wayja uazausaNAlY (custom) Temsmiidaanaslé

{1 password Haaulaligldauilanisvineu, Logout a0 agent way Uninstall agent
fdugruauz One Time Password (OTP) dvfuglldanuusasauld

il password wwzdwmiugauasruuiiellansiey, Logout 211 agent W&y Uninstall
agent dwisuldlunsudlotiynils

FEUUAIN ﬁmm’JWULaﬂmﬁﬁ'msg LLamﬁ'smumam’mmﬂmwma Ineflandnuavianty
aeatiosa el

®)

seuniithiauatshasd Predefined dictionary vsaannsayin custom dictionary flaunsn
po1vaeudoyadnuusduieludldiduesnios
e.0) #U130RTIE@RUTBYATEYAIAY Personally identifiable information (PH)
C wunewetesdsganddsernaudssmealng (Thailand Identity Card Number) 191
®.lo) a’mWiﬂmma}aawauaummmm mmai‘duim American Express Amex, JCB,
Master card uay Visa Liusiu
mmmmeﬂaawwaaﬂa Source Code i Python, Pert, Ruby, Visual Basic, way C 1§
@.€) 38ITUNITATIANU Passport uaz Driver License 1



- -

0.€) FBmshuundonnsaeudeyeifnruasidongoy feitmsdwolil

- Predefined dictionaries 21nszuU

- Patterns #SanifmuaguluuvIongues (Regular Expression)

- .Phrases, YR V50 keyword

- Indexed Document Match (IDM) iievhnsiaduansiinflolenansdda ﬁ%’aaﬁla
azLdengau (fingerprint)

- Exact Data Match (EDM) Lwamwaawauammimqmw (structured data)
asneseifrviualiamii wu aummiwwuﬂmumwam PIl waamuLed
Tnan1sld8madusale

- Optical Character Recognition (OCR) Hasudayaialva anmsaunuvndonany
text ﬁazL"Saméaummmﬁqlﬂégﬂmwmu inline DLP g1

©)  @115aY1 content inspection [ensnasumsilvavesioya TnesaedUlndAtvuelne)
geani oo MB Ifidiuathelien

) 115083 DLP Engine Iﬂﬂmiﬁ’muﬂ Expression 51174 DLP Dictionaries srensld
Operator loun Al (AND), Any (OR), Exclude (AND NOT) uag Sum tiiefmuauleuis
’lumsm'i';ﬂaau%'a;da%aiwaiﬁﬁamﬂé’aqﬁummﬁmmiﬁﬁwuﬂ

@ @WnIaRenIERuUANLLLLET (match accuracy) iallasiduigataruadgnieiy
¥09,0na1572n75%7 Indexed Document Match (OM) wiulndide slusedu Low,
Medium wag High e | _

& flndesflelunisadiamumanves Indexed Document Match (IDM) wae Exact Data
Match (EDM) witeldiianensfustiuhilnasannteusn

b.¢.& VUUﬁﬁmmmmmmmsﬂummmmmauamlwammfmw Imammaﬂwmwmmuamﬂuaa
Futalud |
o) awsniengsieanBeamgnisaliiindy (incdent) Yiznoude Tu, van, Teditiinns
agldle, Device name, Device OS, Department, Usetnnaed Source DLP (inline, endooint),
Client IP, uTamHﬁamﬁm, DLP dicticnaries, Hov09 manager, wauwnalATY ¥50 URL,
su'aqmamﬁaiwam@a%’azﬁa (Channel), Talud, Ussnvvasing, a1 hash wodlwd.
wazauInvedlud
o) ¥ Notify LLﬁNm“EN’]u%LﬂEJ’J‘U%NﬂU DLP incident anusadnis Erall, Stack way Teams 81
mmmﬂ'aumaau priority %39 incident severity wag Incident status 1 Close incident,

3

notify user, Escalate, Investigating, Assign DLP Admin, Ticket, Label uay Delete ¢
) #wsevms Escalate DLP incident TUi manager sasfldamiilenanysiild
) aansasyy note wie TayaifisifiniAeaiy DLP incident ¢
) gwnIaitue DLP admin_Lﬁa%’mnﬁﬁ’w incident finsranuls
) 9933unisadng ticket Tpansviaausaniu ServiceNow #3e Jira 16
)
)

3 g R

Arunsanivus Label 1Ay DLP incident 19
L. . o
ENIAAY incident AN TIRARULEIL
®o0) #11138 Reopen Lﬁamﬁauamuwm incident 990 resolved 1y investigating 151

a8



- o -

ba.¢ szuvannlasiudsaneuvidlaefoinnisldnudumedide lneflaadnvaziane
atatoesasielyll

®)

#11150%11 SAML wag SCIM 593U Microsoft Entra ID (Azure AD) %138 Microsoft Active
Directory #30 Okta lunn31 user authentication Wa¥ provisioning 38 Synchronize
‘E’J’auasﬂ‘ffmu%’m Lightweight Directory Access Protocol (LDAP) 16
awmiawmusauﬂu fdent\ty providers (IDPs) 1§ e IdPs wiex o fu TagludiAlddae
VR | '

#11750%1 SAML authentication $9u7U Microsoft Entra IC (Azure AD) %39 Okta
vio ad1eflinudmiungu Administrators isllussuudielflumsuimsdanisszudls
#unsauTIsInnsLageuAuUleu1EMInsIREey Data Loss Protection (DLP) ldann |
@1unans lun13vin Data Drscovery, Endpoint DLP policy, Inline DLP policy kagn1359nnis
AU DLP incident ‘nwaimwﬂ’ﬁwmumu CASB Lwaﬁamwaumﬂmﬁnawaua
B SaasS appticat\on Tuouenls

1197897 (Reports) Auanasaun1sen sanctioned uay unsanctioned applications
MUNTIAUTaY users tBllane application categories, risk index WaEAT1HINANTTUTES
certifications vaeuAae application 31N ¢o,000 cloud applications 16

#7190 inspect SSL/TLS traffic Tnglufitiywinisidondss@niniw (performance
degradation) ua¥lsi#asfingzuIunns manual Tunnsiinda SSL certificate uuiATos
Y09l

$995Un"19¥1 File control tla block ¥ie allow n15n1tivan nie sUlnasindluds
cloud application laaAuanann user, group ay department Iaduataias
arnsauguulevtgnsiniiangs cloud applications i Al & ML, File sharineg,
Finance, Pro’ductivity & CRM, Instant Messaging, Webmail wag Social media 10wy
Togansamumlusgduilandunisldouls wu aygwl# chat AU instant messaging
wetlsloygymliida file uavaangonluaunisldauldann user, sroup, department,
location wag time adusdradan

il Advanced Threat Protection Tun1stesiudeanaiu Tdin phishing site, spyware,
adware, botnets (command & control traffic), malware (virus, worm wag trojan),
cryptomining, browser exploits, Cross Site Scripting (XSS) #38 cookie stealing, PP

file sharing wag unauthorized communication 1@

. % =2 . s = [ o
®0) @1ngntdaafunisidniis Website sunsia v3allmuBusdruaiiulaansyle

W Computer Hacking, Copyright Inﬁingemehf, Spyware/Adware, Weapons/Bombs
ey Gambling Judu

[ . . . | [ L3 . .
®e) @150 tenancy restriction WWAIARAITIUING business Way personal accounts

U949 cloud applications L‘du Microsoft, YouTube, Dropbox way Google 16

o LY . N < o) . =
ob) @#1:15099n137U zero-day infections 38 unknown threats @ w3y file types Ay

EXE way DLL Lo

o) i password Hoefuliligldlnn5vhau, Logout 990 agent uag Uninstall agent

| ') . Qs 1
Mfludnuaig One Time Password (OTP) dwiudldnuustazald



- @ -

oc) il password lawzdmiugguaszuuiiletlan1sviiny, Logout 910 agent uaz Uninstall
agent @ msultlunsunladamla

o&) 115 update policy 31nszUVITFOWILANANUR (naniud) Tnglifedinisounn
manual 1o 9 31nglgnu

oo) @50sU logs Tunisldeulilmiuszasnatagnaon b ey 3s eco Su Tnedilid
Aldanefisidulel

o) SEUVREABA certificate Wiamutidefie uaznoulavdunmsgiuszduainalsenaudie
IS0 lemooa, 150 lbrsios, 1SO broa, 1SO broed, SOC lb, CSA Star, FedRAMP High,
NIST Goo-beC, PCI/DSS, HIPAA Lay GDPR 1Wuatnstio

o) 131897 (reports) Lﬁ@@i'}ﬂamﬁﬂﬂfﬁhﬂ 9 loluA Interactive reports , CIO report, CSO report,
Executive insights report, Shadow [T report #39 SaaS Security report, Quarterly
business review (QBR) report kaz#1 Scheduling reports 161

o) WARS AT auefeseglungu Leader Tun1svih Security Service Edge (SSE) 970 Gartner
Magic Quadrant ¥ boloe Wieatuagaviiy

wUsuRud e ssEuuInTatedmiuliUssnaunseenuuunianisiindegunsalulessuuvaslasens

gnszfuaaendeluue uasdesiunisiilnavedoya |

m.@. LUUS1S System Diagram Architecture ﬁlﬂummﬁmmiLﬁaﬂﬁuﬁW%'Uiﬁw:’wxmiﬂwmmwm
THusznaunsfiosandfulgmdeiluesnuuulfimnzauiugunsaifiausiiteliszuuannsaldau
Inegndiuszansnm

MOF Network Diagram

Une  Transcelver il
1GLC-T M

— 1GLC-SX P . -
10G-5R i 7ot swah b

s 10G-LR Dinributed Switch “_-'Fu-\'hky-\.

e 10G-ER
wer (el '/ ‘
40G-SR y E

AT T acrecnior [T

1PN W

; SeE N gy e

Extranat Cora Switch

TAP Aggregator

WHUAMLERS WWINNNT5ITNTNTE UUIATET I HDEN TU0YaNa 1N TENTINTARY



SNEAUBYANITAMIUNUY N1SAARILAZAITNATDU

e nisRansuazanuiiAnasgunsalszuuneuiuneiuasiader edoss

' ®.6. ﬁ@\‘iﬁ’!Lﬁuﬂﬁﬁ\’mauaﬂﬂ5EﬂLLﬁuaﬂ§?ﬂW%@NL?‘Iuﬁ?EJ?@EU']ELJ‘W%EJ‘?%UUlW‘WﬂUIﬂ‘NﬂﬁEJﬂ?%ﬁU
anuvasadeluues uarlastunisitinavastoys .

a.lo. maemmuaﬂnmmmmmmmmaﬂmqmﬁ 8 81A13 oo T 1 ﬂivwmmmaq LLaym”LUmmm
7191015 o U n3en319n13nds uesaudnoufiumainsynsranisedafifatos nionud
ANENTTUNTHTITTUNAG VLR | .

@ NMsRuEned g aviaaslin Cabting)mamuﬁﬁmﬁga rurnisussnmnmaiisrang wieve
iewdnd Wegunsalfu q suaududy E‘f’ﬂw%’uﬂlsﬁ'ﬁmﬁqmﬂé’igagmw%amalmlﬁﬂmuimqms
wazdalilusaloudeuion viaduluauessuana

B, MsUIsdanisuazteulalunisduiiue
0.0, gruznsdssmaraiessuslasasimndmsiasinsuasiinisaduon Welipasnssums
prnfuiagiiarsannouduina lnswnumsdudunudesssymuiuinveuludiuvesduue
n1sUsznangnl vieusnduawminind wiednmosudneluladasaummuasnnsdoas
ANUNUUSINIEYTINTIAAY
elo. frusntigmesien ﬁaa%’ﬁﬁ’lnguﬂ’ﬁm""n,ﬁu;mmﬁﬂ (Master Plan) kagtrunsaudunulumsssden
(Action Plan) warsrumIrduaudug ivse naum&;mi'mm‘iﬂgumm Fumarunisanidiunng
/suumau’[,uﬂ'ﬁmqummu FHuilmweunuusaziuney Havuiasdaou svosnailfluniasiunou
Lwaifﬂumiu°svmLLa.ummmmwamwmuumu‘twmwﬂqumimmmmmwm
o faugmsUssmamandoadalifiyaannsiimmgituszaunsallunmsiu dsenauday
@) HUIMlATINT (Project Manager) 91147 o A audungiaslsvaunisellunisnauny
wazUswslasisuudalddasndn m 1
®) Project Coordinator §1U @ AU Inglisgaunsalimunisgus Ussamia wesuiradanis
dmuuenans bidesndie ¥
m) Network Engineer §719U b AU Imauﬂsyaummmumﬁ@LLﬂLL%’ﬂ%UUULﬂﬁamw “L:uuaamﬂ o
wegRagd] Certificate CCNA w38 Certificate ComgTIA Network+ lag Certificate fiduaueu
edptlilunong TuiuBulszmasm . , |
&) System Engineer $110U b A laediuszaunisaliiussuusnwauvasadslidesnit b U
wazoadl Certificate CompTIA Security+ Ine Certificate fifuLausun asdaslivunany
Tuubudseninian _ .
&) Support Engineer 91114 o AU Inelluszaunisalsnun1sguassuunsufnesniosy uy
waluladansaumna lidosnd o U



o.&,

. &

b5,

loy.a,

Je-

o) Ao funsesaseunieu frRnuwihssianuiuasasafossuumaluladansauine
o gudwaluladansaumeuaznsdoats udeanuiifivun ndsdaouausiagadie
asvany el 1uruedloy o Au laetd1UiuRuianiins os.mo - eb.mo .
(eniiuTuvgas1vnis) aasaisezaInsfulssiu uagdednyssauanansyfiiay
sufienimalulafansaumanaznisdoms dinauudanssasiansady fve

@) Fosudunsasmasunioufinnuiissfnnuiuasaansessuumalulabansauma
LUy Online %138 Remate Support Vs waUNuIngaeaseanysnl S1uiueswles o Ay
IaguURaua1ihingg os.mo - eb.mo W, (EALTUTUMYRTIYNNS) nABATTEELIAY
msfulseiu ussfesdmimenunamsufiinunuieudmalilatasaumauaynisioas
ﬁmﬂmuﬂammmmmﬁﬂm v

) Uﬂa"msmuam Adtuidudusionssuiulasenns @)

fouausdwiuyeanmufiimunrIeasataueidliifismefiosyenludiusing 4 1

arufmuanan wasdasssyminfinnuiuiinney Ussdinisfine UseiRinisvinen Yssauntsal

fruvaniil vienanurasyaainsudasay wionduundngiuiuaneit Idihunstlnousy

Awrfuszuuiiiaus wienisimuissudludnsasifsfussuuiiauaunudronfudnlage s

viaonTunisflneusuiiniunsfusos |

Tunsdifleiznssunisnyrefuianuas/viofururesguimaluladansaumauasnisdedns

ddnauddanszmsnnisads Wiuiyaainsauauon aadud@limusanviasiey

k2
=

LifiuseAnSam frurmsuszmasimdesduilunisuiuasulaeiuiiilauids fod goue
nsUsEmInTenardensUu Asuiiiadumgrensadeaslild
Asdltupansmufidwaaliaunsadiusieuld frusnimissnaesnandesdaviyaaing
onfURounauny wioudsdeinu SR miosaies o Tu sndunsdianiy
cﬁ’ﬁzjuaﬂﬁﬂsvmmnmﬁaaaauaiwmummr’mwﬁ’um‘sﬁﬂLﬁuaﬂuiﬁﬂmyﬂsﬁuﬂWiMiaa%’uﬁaﬂ
waz/viefunu vosgudinalulaganaauimnauas sn15d0As ﬁmmmﬂamﬂﬁwwmmmmmw
amauaamauavmq NI NETT

o, NINARDULAZATIVIU

n.@.

en. e,

&,

174

@ﬂugﬂﬁi‘dﬁsmmﬁmmrﬁiaﬁﬁamuqﬂﬂﬁmﬁﬁﬂmzﬂﬁumﬁmmﬂ%’uﬁaﬂ a1 annuiAadsflAnEnTINNTS
ps1vsuianimun Tnsdewaulfdrinemuldnnssnmenisndemumnauiidrualuienans
YaULIRYBIIU (TCR) |
frurmsusenanamdesiadauasnadeunainursgunsaiuasssuunnedilausldeng
gndesnsuiauanysal

druznsUsymas g s ualenans Sl sEnaudae TeasBuntegUnTn: Configuration Diagram
avun fayeiBmsuasiuneunanmnivrsusiavgUnsnllatazSen
AriznsUsgnesmdsidamieugUnsald wiuldamwdeativayuns Confiuration wagnmmagay

s Tudsszerinanvesnsfiess viageu Hneusy rgednw uashnduiudioadedunisidou
Inesaaduaseazdamagniallvirnenssumansaiuian fnsannouanld

QeT Y &

e =



Mn.&.

e, D,

m.ed.

on.ex.

frugnisusrmnnadissesnuuuiazdaviniesauditinadhyinnutuasasafasyuy

wieluladansaume (Security Operation Center : SOC) wagFasuszey ad Auftuasgudmalulad

aTAumARaY AN TAANT drlineuudnnaensenisedy viomwiiensnssumsnTasuiandwun

dmsulidwmihvesdrugmsuszmnsavdeadiiivesgudmalulafiasaumauasnsdoans

AftRnuswAudodhssuazinsdansrruuinmanaasadodumeluladasaune

veensensantads lusssaznainssulssiu Tneddunnssed

0) sonLULLARITUUTaseguAtRednassiufidmiunmsufieume i wasdmi

myUseguuinsdamaieurladymiunusiunsaeadussuumalladansaume

) dawssuguasaldmiunisufuinmienisUssyy wu 1endanind auaudud @il
yionufinngnssunmsnsaduiagtmun

«) dmvgunsalviiessuvrauananmdmiuiaaus visvinnsinessuuasusnanw (Video Wall) i
ielifvias SOC uagasussqumionlien asfiansnssunianmaiuiagiivun

@ dmdedureanuazainisuiudmivmiuaunisfifnulutes SOC wagdaasyea

]

U5Enoufag Notebook 3 Tablet vidogunsaidu q My simduiuadsles o M

lnedpaauanuanvuziang iz n TN s TuiaginsannoudamuazfosEmnse

Tauldnaoaszasiamaulseiy |
ﬁﬂiuvmiﬂiwmmwmﬁewWﬁmm'1awammm%f’lumw%mﬁmm'muulﬁ’ﬁ'uLﬁ’]’mﬁnﬁﬂuétmiuia@
ASAUNALAE TR DR ﬁmmmﬂamﬂiumwmmaq wazypannsTiiendes elfanusoldny
aﬂﬂimmaiyuﬂﬂmﬂmﬂmammdiua‘wamw
ﬂmunﬁumﬁmwsuwa@;uau/ma&gtmwawﬂuémﬂiuiaﬁm'ﬁaummLLasmﬁﬁami Lag/vie
Funudinnuudnnsenysamsads Aidiguanisintmsdiiumsrmeiumuamnglunains
Unfi fle oo - e.mo 1. uTudns - eniind uazungasiznis lunsdigaugnisssmasan
ummmmumaqmm%mmmﬂmuammmmna’m“mmLwﬂwﬁnuﬂm‘uﬂammvmmmiﬂaa
NI Wiammfﬂvmaﬁummaumﬂmwlum‘sﬁgumm (1))
PRENTINNIATIRSURARLas S eununeaquimaluladasaumalarniidoans LLﬁ“‘/‘MiEJ
funudiinanuddansevnniseds anudviiesdmemsulasssaaounisiinuasgunse]
yipsruuiifings anuaouiiftmun Wesiiunnsnsanius lneuznisUszninsnnasfag
gruwauazmniunmsiumaesuRsveuTudldselunisufofay (D)
Al dansensianisads ansaflnzingungsd wag/vde enludufdaeuudaluldou
suiidiinnuudanssnsinsedadiuams Tnefibinssnunsiounieduguassalunisie
YOI BUENITUTENATIAN T,mmu&?mﬂiu‘laﬁmsaummmsm'ﬁﬁaaﬁ ainanddnnsgnaanisnda
Weasiudadldfrusmalssmesimms meﬂﬂ'rmmaauaﬂmm/iuw Tisiudeul ezl
mml,aﬂamzm@ummuflmﬂm’mmmwmWumwsuuymsﬂivmmqm wﬁnuumwavmmwﬂmaﬂnﬁ
Lsamamﬂﬁmamaﬂ%ﬁwwaﬂmF; AndTnNUldRnTERIINNIIAa

..mﬂmmmm’Lm’Luﬂuam‘mumawummmwL Haru WiEatenude s fudselowifu

ﬂ’WUﬂG’l‘H‘Uaﬂﬂi NIHNNTAR



H =i ' =8 124 1
F1IHRLIDUANITHNDUTULAZANDNT T4

Y

= =2
®. F9ALDIANISHNIUTY

- fruensussmenigiesdrlifmsiineusiamanguiiuar e fIF TR Tuypansdusing 4
voagudmalulafansaumeuagnsieats drinauudansensienseds Wesesfumsuiifouldosns
TussAnsnm Tnefeshmsdormunetades il

6.0, cﬁ’ﬂmsmsUszmmwmﬁaﬁm?ﬁlﬂamuLﬁmﬁ’ueumzﬁﬁdmaumaﬂmqmi WATNITUIMITTE UL
dwiuguassuu laslifidreusuedieday ¢ au Widiausuldldaunsaluuy Hands on
Wa umamiumumimmuwaﬁ yUU Ml Madgedow L‘wa‘lmLmammmmsa%wuqﬂﬂm
Ifueehest feil
&) nangRTAIU [T Support Ly CompTlA A+ wisuaoulufusas Certificate nSonud

ANENTTUNTATIATURAR TR0
o) véngmstu  MRenilasiugunsaluievenduifdweunlasims Taeguuuniseusy
luanwae On The Job Training '
©.0.) ‘SuUUm‘i’J‘-ﬂaElUﬂ’ﬁWNTuLLaWEIE]QIWJ’U@ﬁiuUULﬂi’e}‘U’WEJ
o) qUAsamseidayedeananusyuueiady
a.) a;unmmmmawauﬂmwmmama (TAP Ageregator)
o) mslfiuwdensufitiymn sruullesiunsiilvavedioyn (Data Leakage Prevention)
o.¢.) ndngnadug Avtuindudsylonflunmafdinu @

oo, Frusmsdseninnadasdmiusunsinevsudwihivesgudmelula asaumasasmsiedns
wiauidenisfineuuusiazndngas Tengnssunmsamafuianfarsantousiiunis Tned
mﬁuamﬁimﬂammmmamauLuammwmwLﬂmﬂumﬂﬁmuivwu,aumﬁﬂLLa'aﬂmamqavLaaﬂ
“ﬁﬁ@dL‘U'}B‘Uﬁ?J'ﬂuﬁ’]ﬂJ’ﬁﬂI“N’lM‘ﬁuUMﬂﬂﬂﬁ’]’JlﬂLﬂuaEJ’Nﬂ u,mLuawﬂmaﬂm'ﬁmﬁ'ﬁ'}ﬂamumwﬂu
vosgUnsaifidsuaunuilasants |

@.an. wsnuvmiﬂivmmmmmaqmuauavmmmmums‘é‘]ﬂamm Aoufaesdunsiinevsy Tnefnessden
luuaammmwuﬂawuaamu
@) ﬁumﬁm (Title) -

o) e (Content)

o) NEUAEEY (Target Group)

& uustuilagilneusy (Timing)

&) ssevnailagdadd (Duration)

o) nTanu (U Workshop, nisussena)
o) apuiivionisaeu (Location)

&) snaunuludy (ClassSize)

&) Training Course Material L*Uu mua s

o<, 'ﬂﬁuvﬂ’iiﬁlﬂ’]imi’]?\]’iuwﬂﬂ?Jﬁ]ﬁﬁﬂuﬁ‘*ﬂﬁ‘l/]’ﬂ“Lﬁ@ﬂ%ﬁ@UiUUNLHBW’I mm@ﬂﬁﬂﬂammma“waﬂam
wagrimuAnsiidnausy Ima%miaﬂwwuamiﬂwmmﬂmﬂaumiamu



-

o.&. frurmsszmarmdodawieugunsnl swnsuasieSechy wisiuds gunsaldmiumsarse
wazn1rUSUR wasenansiinausuy

®.5, N%uumiﬂ‘summﬂmmaﬁummau’tummmmmnamaﬂ,u‘waﬂammmmwaﬂﬂmﬂw Faviue
mawmwawaﬂamaﬂmq wnanEnITIATIATISUTaR mammumaﬁummiuiaa
ansaumeALasnsioms ddnauddnnsensianisads Wuimanisiinouseiiumndutiifeon
Linssuaguiileaneardontssevenlinsufunsimavdngrsildnnadid |

ot MIIRRneUsuFBsunTbikdnaienelussasardmeununiosresnaimsulseiu
NENTY ANATMIINE AL TAMEATTINIATIVSUWER RN

2
a2

grurnmavszmanafedanviodnsihuardweudilonslinuguasaiviessuuiiinigfies
wavlfrdilasamstavun ’Lwﬂumﬁaﬁﬂ,mu‘ma»mauimqmsmamuwmammsJ

wlo. Hrurn13UsenInIIn1fesdaaugiie Technical Manual, Systems Administrator Manuat
Cperation Manual waz3Smsudtaymiiudneng (Troubleshooting) fRgtstusruunainmes
Hardware Way Software Tulasanasd ( mmlmw?ammé"ﬂﬂqw ) luginuvienansnsgane
(Hard Copy) 91474 & 3 waziana1Ioidnnsndnd (Soft file Imsiuwrﬂ,u Thumb Drive

]
fAronisldanu
.5.

£n

TIUM o YR

.60 mjuwmiﬂ'ﬁummqmmawmmrﬂuamiﬂﬂauw (Operational and Training Document) Tuguuuy
nwwlwwaanwwmﬂaﬂwgﬂmmazmamammﬂa ﬂwiﬂfﬂuﬂﬁwﬂamm_1u3ﬂLLUUL@ﬂaﬁ
n5¥a1Y (Hard Copy) 1114 @ 4a degidrfunisausy o Al wavdsuguuuianans
Sifnwseilnd (Soft file) Ussnn PDF Tagthufinly Thumb Drive 110y o %

o.. fruznisUsznansiandesliulgnenatswiedientsldvugunsaiviessuy lunsdifiseuy
fmauiulgerdediunasunmsitoueesgunsalvdessun e lildenansyiadionslde
quasaivioszuy Fllmmiuabuasdutiogt ngllAndlddediuaingis



~

= u‘ as (-] 1 9 s l 1
L\‘l'é]‘lél‘llﬂ'ﬁiUUi&'ﬂuNa VIULAZAIMUYITAUNNIBIUASNITUITINWILLATYD L3I b

Wusyey

L 2/ o o 1 ) -‘—'i : d' 4 g:' )
frugmIvsEmeTavioiigeinm daaesuniaviewfsunaunugUnsaiidweululasinisiams
a1 o U dudsraugnisunmsaiaiuianidn s iununegainaiassauysol lneseaUjUa

pudiaulysadalyd

@. msmmiﬂmwuﬂmﬂu (Preventive Maintenance)

@,

Nﬁuuumiﬂiummwmmmmu@Lmu waryimsngeinm (Preventwe Maintenance) fadl

=
._miuymaﬂ%mmwmmawwmimwiﬂm (Preventive Maintenance) SUﬂﬁWLLa“WUU%ﬂGNEU

=l

Tulpsang aenatden « A59 seaasssBnANTUUsEAY Lwaiwﬁvuuaaiuamww%mulmammﬂisﬁﬁmﬁmw
AROALIAN Im&smmim@ﬁﬂwﬂmjfmvammwlmwaﬂwmumamiﬂgumwwmmuﬂmuuam
nsenTRmsads wazazdeaddlimsudimiiiogadey ¢ Yurnns Tuynadsfidadiiunis
1395nw

Jafimadsuutas wily Uwﬂmwmmu Software Tudnuwuzms Upgrade YERLGY Ver5|on oAl
sumagﬂmmﬂuiwmﬂwuauwu mjuymiﬂiymmiwmmmLm’mguamquIaamﬁau vAkAYIA oans
Ananuddansensenirdmsiy LLamﬁwmiU%’Uﬁmﬁ@ﬁwﬁfﬂmuuﬁmﬂﬁymwmimﬁa%”Jwa
Thundnde TnslidAndqlddiala ‘ m’m‘m‘u%aﬂmmammaﬂiuﬂaumﬂﬂmu (i) sl
ﬂuEJW%ﬂIuIaBﬁ'i‘iﬂ‘lJLViﬂLLﬁwﬂ’ﬁﬁu?ﬁ‘i LLa.umaqmm‘a@mm’mmwmwmmuama‘lﬁuiaaaﬁaumﬂ
warnsdeans dud uawmizwUﬂuamwmsmmumumama‘mmaﬂgummwawlﬂ

B, AISYBLLYILA LY

lo.5.

0.lo,

yingUnsalviossuutnga unnies viseldenbile ¢ mmmwymmmaa  aniilsmuiisvualudon
WEZAY mmsmumlmmmmmmmwma&ammmﬂammvmmammm HruznISUTENINTIAT
mamumLuumwammm&.ﬁlﬁﬂmgiuam‘wmimmmimalmmmlmwim 9 9101
U&nnsznsaentinds ey & vy, Qunaving &.mo-ew.mo) Tususlsunts
Tunsteuseudly maduusmsusznnsenmaiiiaansoduidunsidudnadanelu ob 4l
(unewinms g.mo-eb.mo) TuLdFIN seuusuuAly frurnisszniasaiaiuiaiiaias
viogunsaidrsasiifiussAnsniwyinifioui wmmmmﬂwmﬂﬂmmLﬂuﬂﬂmmmu Feazlilfoin
Hunarfifemsdndas udfrugmslssmenmdsssaiiiunsulueiomiegunsal Tiawin
Tuldmuund wasiwnBeunauwy Taod:

. muﬂmuﬂammvwmmﬁmaaaaﬁmaﬂﬂﬁmm“ﬁvwmaauaﬂuimamwmmlﬁl,uLﬂumauay A

(‘LUL’Jﬁ’I‘W}ﬂ’ﬁ RB.NO-@D. no) IWEJLiMHULﬂﬁWWQLLW‘Wﬁll“?]BllLL“HEULLf,ﬂ’UfﬂumﬂL’Jﬁ'm%']ﬂ’]‘i%@?-ﬂt“ﬁﬂ%ﬁ’%ﬁﬂl

‘ﬁﬁJUﬁm%i@L’JaWWW’ﬂM'inUﬂ']ﬂﬂiﬂﬂaUﬂJ'Wl'N’mlﬂG]"IN‘UT‘IG] amstadosnanam dsvaznaniunum

Admun grugnisuseninsiandeagnuitludniiesar o.obe vasspmndygisediolug
wigyaeiali Tifudu e 49l



o NIUINISUASANTETUEYY

mjuvmiﬁiummmwmmmLuumsmmma nsatuayy ma@ﬂswmnmwmuﬂu lnedaslfUR
Festalulil .

.6 amL%’Wﬁﬁﬁﬁumvff‘uuamiﬂiammwmmﬂﬁﬂ’ﬁmuﬁﬁwﬁ’nmwé’@ﬂiwmammﬁa pruRdnany
UdnnsznTiensnsafowe On call) Tnglifaenlddnele o

nl, ”lwmmmamemwmmi@mmﬁuw (Administrator) LLﬁvL"]’MU’WIHUEJW]@IUIMJ”H?ﬁuw}ﬁ
uaznsdeans anuiidndhanddanssmintindefome (On call) Iﬁ&lmmm’i‘dma’lm g

., ‘Lﬂwmmwmmymmmﬁuaﬂ‘wmwuaamamwmammmmgawﬁmsﬂgummmaas AuTiiTeasiiun

CWuigsuaudesntsveuimaluladatsaumauaznisieas ielaiunsauinnsdams

ssuuirdadenslfnendifade



